
Epicor ECM (DocStar) – Users & Groups
In this course, we’ll go through a brief overview of users, groups, and security classes in Epicor ECM (DocStar). Then we’ll look at how to create user groups, individual user accounts, and also the bulk creation of users.
Select the right arrow to get started.
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Overview
First, a brief overview of users, groups, and security classes – and how they relate to each other. 
So, each user of Epicor ECM (DocStar) will need a user account to access the application. Apart from the usual basic things you’d expect in a user account – email, password, etc. – one important feature is the ability to set admin permissions. 
Admin Permissions enable users to access different components of Epicor ECM (DocStar) functionality. A few examples include: the ability to create new users, add Fields and modify their types, edit the BuzzSpace, or access the Recycle Bin.
However, Epicor ECM (DocStar) also offers you the ability to create user groups. A group is simply a collection of users. The good thing about groups is that, instead of entering the admin permissions separately for each user, you can set the admin permissions at the group level, then all the users you place in that group will have those permissions. 
And what about Security? Security applies to objects such as content files, content types, inboxes, folders, and workflows. The application uses Security Classes for this purpose. 
When you create a security class, you add users or groups to it, and then specify the security permissions each group or user will have in that security class. 
In a security class, you can set various security permissions. These include the ability to view, or modify, or delete items. 
What’s more, within a security class, you can assign different security permissions to different users or groups.
So, on the one hand, you create a security class, add users or groups to it, and set the security permissions they will have. Then, you apply a specific security class to things like content items, content types, inboxes, or workflows.
Now we’ll look at the details of how you set up Groups, User Accounts, and Bulk Creation of Users.
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Creating User Groups
We’ll start with groups. Why? Because it’s logical to create your user groups first, and set their admin permissions, and then, when you create users, you can add multiple users to the group, and they will all inherit the same settings. Not only does this speed up the process of adding new users, it also makes keeping track of permissions a whole lot easier.
To create groups, go to the Admin page, and, in the Manage column, select Groups. This brings up the Edit Group screen. By default, this screen is set up for you to create a new group. You can also view a list of existing groups in this drop-down.
Every Epicor ECM (DocStar) site starts out with a Default Group. But now we’re creating a new group.
In the Group Name field, enter a name for the group. Groups will usually correspond to a particular role within the business.
On the right, you can see the Users in Group section. This contains all the users available in the system. To add users to the group, simply select them in this list. To select more than one user, hold CTRL and select each user. All highlighted users are now members of this group.
The Admin Permissions enable users or groups to access different components of Epicor ECM (DocStar) functionality. When you check a box here, access to those features is enabled for all users that are members of this group.
When you’re done creating your group, hit Save.
Now, as I said, each site starts out with a Default Group. The idea behind the default group is to have all users in this group, and to give this group the bare minimum permissions. Usually this means the Edit Columns permission (which enables users to move columns around on their screen, and edit the metadata in them if they have security rights to do that) and the Manage Custom Lists permission, which enables users to add or modify any lists being used to file by). In the Admin Permissions, if you click All, you can select and deselect all permissions – then select the few that you want to give to the group.
So, if you have a default group with basic permissions, and all users are in this group, you can then create other groups for a specific subset of users. For example, you set up an Accounting group for the users who will be viewing certain documents. These additional groups won’t need much in terms of extra admin permissions; instead, they’ll need specific security permissions, which we’ll cover in another course dedicated to that topic.
It’s also a good idea to create a Site Administrators group, with all the Admin Permissions enabled. So, you’ll have a Default Group with minimal permissions, containing all users, and a Site Admin group with all permissions, where you place only the Site Administrator user.
Select the right arrow to move onto the next topic.
Creating User Accounts
If you’re a Site Administrator, you’ll likely be adding new users in Epicor ECM (DocStar). Here’s how. Go to the Admin page and, in the Manage column, select Users. The Edit User screen displays.
This screen is set up to enter a new user by default - -- New – shows in the Select User drop-down. In this drop-down, you can also see a list of all the existing users, but for now we just want to create a new one.
In the Username, enter the user’s email address, and enter a temporary password for them.
The Enable Independent checkbox allows you to create a username (in the format of an email address) to allow a user to login via LDAP integration.
The Enable Integrated button will be checked if you have turned on LDAP integration and the selected user account has been imported from that operation. In the User Principal Name or UPN field, you will see the name associated with that user’s Active Directory account name – which would look like [loginname.domain.local].
The Named checkbox allows you to specify if this user will take up one of your Named User licenses or will be a concurrent user. Each DocStar implementation has a set of Named user licenses and Concurrent user licenses.
• Named user licenses are always available for key users to use to log in, and are used for licensing certain seat-based licenses, such as Office Integration.
• Concurrent user licenses have a login limit – for example, if you have 4 concurrent user licenses and 6 concurrent users, only 4 of them will be able to log in and be active at the same time. Licenses can be retrieved during periods of inactivity to allow the other two users to login and perform tasks.
On the right-hand side of the screen, you have the Groups section. This lists all the user groups currently in the system.
To assign this new user to user groups, highlight them in this list. To select more than one, hold CTRL and click each group.
As with groups, you can set admin permissions just for this user. But, setting permissions at the group level makes it easier to keep track.
So, what if I set certain admin permissions for the user, and also add them to a group with other admin permissions? Or, what if I add them to several different groups with different permissions?
The answer is that admin permissions are “cumulative”. The user will have the sum of all permissions applied to their user account, and to all the groups they are part of.
Click Save. 
If you’re using LDAP integration, new users can log in with their domain credentials, without you having to go through the process of adding them (as long as your domain has been set up correctly).
The first time they log in, they’ll see this message.
If the user wants to see workflow notifications, or receive emails from the Epicor ECM (DocStar) system, they’ll need to verify their email address in the email they receive from the system. Alternatively, they can click Unsubscribe, which means they won’t receive any emails from the system.
Now, typically, you’ll have (at least) one user who is the Site Administrator.
In the user account, all you have to do is select the Site Admin check box. This makes this user a master user, “if you will”. All the Admin Permissions are automatically selected, and grayed out. So, this user has admin access to everything.
By the way, for Cloud installations, a user is always designated as the Site Admin at the implementation stage.
Select the right arrow to move to the next topic..


Creating Bulk Users
Creating new users one-by-one can take a while. One option is to use the Create Bulk User tool instead.
At the bottom of the Users screen, select Create Bulk User. The Create Bulk User window displays.
In the Username(s) field, enter all the users’ email addresses, separated by a comma.
Next, select the Groups these users will be members of. Remember, hold down CTRL to select multiple groups.
Select the Admin Permissions you want these users to have.
Select the Send Email check box. The users will receive an email with a link to log in to the site, so enter a Subject and Body for the email, to tell users what to do.
Require New Password is the right way to go; when the new user signs in, they’ll be prompted to create a new password for their account. 
Hit Send.
When the users access the link to sign in for the first time, they should enter a new password.
Select the right arrow to move on to a short recap.
Recap


	
In this course, we started with an overview of Users, Groups, and Security Classes. Then we looked at user groups and how to create them, as well as user accounts, and how to create those. We also noted the importance of Site Administrator accounts, and then we went through the bulk creation of users.



[image: ]
1		February 28, 2023
The contents of this document are for informational purposes only and are subject to change without notice. Epicor Software Corporation makes no guarantee, representations or warranties with regard to the enclosed information and specifically disclaims, to the full extent of the law, any applicable implied warranties, such as fitness for a particular purpose, merchantability, satisfactory quality or reasonable skill and care. This document and its contents, including the viewpoints, dates and functional content expressed herein are believed to be accurate as of its date of publication. The usage of any Epicor software shall be pursuant to the applicable end user license agreement and the performance of any consulting services by Epicor personnel shall be pursuant to applicable standard services terms and conditions. Usage of the solution(s) described in this document with other Epicor software or third party products may require the purchase of licenses for such other products. Epicor, the Epicor logo, and are trademarks of Epicor Software Corporation, registered in the United States and other countries. All other marks are owned by their respective owners. Copyright © 2021 Epicor Software Corporation. All rights reserved.


















[image: ]About Epicor
Epicor Software Corporation drives business growth. We provide flexible, industry-specific software that is designed around the needs of our manufacturing, distribution, retail, and service industry customers. More than 40 years of experience with our customers’ unique business processes and operational requirements is built into every solution—in the cloud, hosted, or on premises. With a deep understanding of your industry, Epicor solutions spur growth while managing complexity. The result is powerful solutions that free your resources so you can grow your business. For more information, connect with Epicor or visit www.epicor.com.


Corporate Office
804 Las Cimas Parkway
Austin, TX 78746
USA
Toll Free: 	+1.888.448.2636
Direct: 	 +1.512.328.2300
Fax: 	+1.512.278.5590
Latin America and Caribbean
Blvd. Antonio L. Rodriguez #1882 Int. 104
Plaza Central, Col. Santa Maria
Monterrey, Nuevo Leon, CP 64650
Mexico
Phone: 	+52.81.1551.7100
Fax: 	+52.81.1551.7117
Europe, Middle East and Africa
No. 1 The Arena
Downshire Way
Bracknell, Berkshire RG12 1PU
United Kingdom
Phone: 	+44.1344.468468
Fax: 	+44.1344.468010
Asia
238A Thomson Road #23-06
Novena Square Tower A
Singapore 307684
Singapore
Phone: 	+65.6333.8121
Fax:	+65.6333.8131
Australia and New Zealand
Suite 2 Level 8, 
100 Pacific Highway
North Sydney, NSW 2060
Australia
Phone:	+61.2.9927.6200
Fax:	+61.2.9927.6298

image1.png
ECRICOR




