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Role-Based Security for PCI 

Your system gathers and stores data that is essential to the company's success. One of your first priorities 

should be to protect that data by making sure that only authorized staff can access it. 

Objectives 

• Activating RBS 

• High-Security Passwords 

• Setting Up Alerts 

 

Activating RBS 

 
Let's start by creating user records in the system. From the Home page, Select System Management, then 

Security Maintenance, and click Role-Based Security Maintenance. 

 

Click the Miscellaneous button and then choose Add/Delete/Change User. Click number 1, Add a User. Fill out as 

much information as you can. To add another user, follow the same steps. You can have as many users as 

possible but there should be at least two roles with six security bits. 

 

In the Launch bar, enter OPT. Select Option ID and enter 550. Option ID 550 opens the Role-based security screen. 

Make sure this is activated. Roles must be created after RBS has been activated to assign users to roles. This is 

similar to the idea of copying one user security to another in terminal-based security. 

 

To create roles, enter RBS in the Launch bar. Select MISC and choose Maintain Roles. 

In the Maintain Role page, select the MISC option and then choose Create Role from Standard Role. 

 

From the Role drop-down menu, select a standard role such as System or ADMIN, with the security bits set to yes. 

We recommend one “Admin” role with the six security bits that trigger high-security passwords, and as many 

other roles as desired, none of which contain any of the six security bits listed. 14, 91, 506, 689, 691, 757. 

 

Enter the same value in the Save As field. Click Ok. 

 

In the Role-Base Security page, select a user and press enter. There should be at least two users assigned to this 

role that will have high security passwords. 

 

This is to prevent getting locked out of the system if the password expires, or gets too many failed attempts for 

one High Security Password User 

 

If the user is set to terminal-based security, then click the hyperlink Type: Terminal Based Security. In the Enable 

Role-Based Security pop-up, select OK. Now, select Role-Based Security and click OK. 
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The user login will display available roles. To select the roles, click in the box for each store so that Yes displays 

in each store field. Finally, click Change to save. 

 

High-Security Passwords 
 
Now that you have created users and assigned at least two users to the admin role. 

Let’s Follow these steps to check all other roles for these six security bits and to set these bits to NO for all roles 

except for the “admin” role that has these bits set to Y. The six security bits are Option ID 14, 91, 506, 689, 691, and 

757. 

To check if the option IDs are enabled, enter MSE in the Launch bar. Select MISC and then choose Review Security 

Bit Usage for Terminals. 

 

Enter the security bit, terminal, and store. A list of users with the security bit set to YES will be displayed. 

Repeat the process for the remaining security bits. 

 

You should only add the user that need these six security bits to the “admin” role that contains these bits.  

 

All users in this role should convert to a high-security password before flipping the PCI flag. 

If the PCI flag is flipped before converting to a high-security password, these users in this role will be locked out 

until they convert to a high-security password. 

 

There should be at least two users in this role, but it could be as many as the owner desires. To change a 

password, enter RBS in the Launch bar. 

Select MISC and then choose Add/Delete/Change User. Select option 3, Change User, and then click OK. 

 

From the drop-down menu, select the store. Now, select the user from the drop-down menu and click Ok. 

At this point, you can change the password. 

By default, the System is the user ID that will function as the Password Administrator for High-security 

Passwords. This user ID does not require any additional setup. 

Make sure that you do not activate High-security Passwords for the System user ID. 

 

If the user ID is not System, then in the High-Security Passwords field, select Y. In the Password field, enter a new 

password. 

 

The new password should be seven characters long, with one alphabetic and one numeric character. The 

password cannot be the same as the last four passwords used. 

 

Set a 30-day reminder to change the password for one of the two users. This will keep the passwords from 

expiring at the same time. 

 

In the Check Pswd at POS field, select Y. Click Ok. Set at least 2 users to high-security passwords. 
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Setting Up Alerts 
 

Let’s set up alerts to inform users when their passwords are about to expire. From the Home page, Select System 

Management and then Alerts viewer. 

 

Select MISC. Choose Maintain alert user profiles. 

 

In the User field, select the user with a high-security password from the drop-down menu. 

In the Alert Refresh Frequency field, enter the amount of time that should elapse between refreshing the current 

alerts in the system.  

Enter the number of days in the Days in advance to view reminders field. 

Select the User password expiration warning. Set the columns Receive Alerts and Receive Email to Yes. 

 

Select Change to save. Repeat the same procedure for other users. 

 

Recap 

With some initial setup, you can now quickly and efficiently complete payments, making your customers happy. 
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