Approving and Denying with PINs

If you need to add an extra layer of authentication to ensure the validity of the approval process, you can enable
a PIN system.

This asks users to enter a numeric code before they’re allowed to approve or deny a document.
Select an option to learn about setup, including incorporating PINs into your approval process, how to approve
or deny with a PIN, and how to set your PIN.
Objectives
e Identify PIN Settings: Choose PIN length and add PIN support to Workflows.
e  Confirm or Edit Your PIN: Set or change your PIN.

e  Process Approvals with Your PIN: Approve, deny, or recall an approval or denial with your PIN.

Identify PIN Settings

The PIN system only functions for workflow-based approvals. There are only a few things you and your users will
need to do to fully support it.

Setting up a PIN system involves four areas:
e setting PIN length in system settings,
e users establishing a PIN in the admin screen,
e choosing a timeout length, and
e accounting for PINs in any workflows you’ll want to use of this system.

First, we’ll look at the steps that can be completed in the Admin screen. Click Admin, then Site Settings. Select
User PIN Length.

Here you can set the length requirement for your system’s approval pins. Choose 4 or 6 to determine the
required number of digits. Click Save.

Next, let’s open the Workflow Designer to incorporate the PIN functionality.
Before you incorporate these changes, you’ll want to ask your users to set a PIN, so the system is ready.

This workflow shows an approval process, so I'll open the approval step. Inside of this action, we have a User
Approval task. Click the PIN required checkbox, and this workflow will now require users to enter their PIN
before they can approve or deny.

We’ll click Ok on the task, action, and step, and save our changes.

This workflow is now ready to support PINs, but you’ll need to make sure your users create their PINs so the
workflow can validate their information.
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Setting Up Your PIN
To use a PIN to approve or deny content, you’ll need to set one up.

Click Admin, then Choose PIN. If this is your first time entering a PIN, you can leave “Current PIN” blank and
enter a four- or six-digit PIN depending on your site settings.

Click Save.

You can always return to this screen and change your PIN later if you’d like. Just enter the old one in Current Pin
and set a new one using these fields then click Save.

By default, your PIN number will be remembered after you’ve used it to approve or deny an item. You can set a
preference to change the how long your PIN is remembered.

Now, let’s open user preferences. Click Settings. Set this to the length of time you prefer. You can set a minimum
of zero to a maximum of thirty minutes. Click Save when you’ve finished.

You can now approve and deny with your PIN.

Process Approvals with Your PIN

Whether you’re in your workflow queue or the retrieve screen, or you’re viewing a document, you can approve or
deny an item with your PIN.

I’ll right click this document in my retrieve screen, and I'll click Approve. Here you can see that | can enter my
comments and need to enter my PIN. If | enter an incorrect PIN, I'll see an error telling me that. I'll correct this
and move on.

Let’s open my workflow queue.

If | approve or deny another item during my timeout window, | won’t be asked to enter my PIN. Now I’'m going to
step away for a minute and we’ll come back.

I’ve got a pair of documents waiting for my approval. While | could approve them here with a right click, | want to
review them first, so I’ll open them both up.

There’s a mistake with the data here, so I’ll enter my PIN and click Deny. I’ll move on to the next one, and since |
just denied the last one, | can just approve.

The same rules for entering your PIN and PIN timeouts apply to recalling an approval or denial as well.

Recap

You now know all you need to know about implementing a PIN system into your existing workflow-based
approvals system.

Remember that you can choose a PIN length in system settings, account for your PIN in any workflows that need
this extra layer of validation and ask your users to set their PIN and choose a timeout length.

Users can use their PINs to approve or deny as well as recall their approvals or denials.

You can now use the PIN system in any workflow-based approvals.
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The contents of this document are for informational purposes only and are subject to change without notice. Epicor
Software Corporation makes no guarantee, representations or warranties with regard to the enclosed information and
specifically disclaims, to the full extent of the law, any applicable implied warranties, such as fitness for a particular purpose,
merchantability, satisfactory quality or reasonable skill and care. This document and its contents, including the viewpoints,
dates and functional content expressed herein are believed to be accurate as of its date of publication. The usage of any
Epicor software shall be pursuant to the applicable end user license agreement and the performance of any consulting
services by Epicor personnel shall be pursuant to applicable standard services terms and conditions. Usage of the solution(s)
described in this document with other Epicor software or third-party products may require the purchase of licenses for such
other products. Epicor, the Epicor logo, and are trademarks of Epicor Software Corporation, registered in the United States
and other countries. All other marks are owned by their respective owners. Copyright © 2021 Epicor Software Corporation.

All rights reserved.

About Epicor

Epicor Software Corporation drives business growth. We provide flexible, industry-specific software that is designed
around the needs of our manufacturing, distribution, retail, and service industry customers. More than 40 years of
experience with our customers’ unique business processes and operational requirements is built into every solution—
in the cloud, hosted, or on premises. With a deep understanding of your industry, Epicor solutions spur growth while
managing complexity. The result is powerful solutions that free your resources so you can grow your business. For
more information, connect with Epicor or visit www.epicor.com.
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