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Introduction
Payeezy Gateway, or Real-time Payment Manager (RPM) is a fully functional online payment
gateway that allows you to securely post a variety of bankcard transactions. You can post
manually keyed or swiped purchases, returns, as well as obtain authorizations and utilize
AVS/MOTO capabilities. (Address Verification / Mail Order Telephone Order). Customer
receipts may be printed, with a printer attached to your PC, or emailed. You can post individual
transactions or upload up to 250 transactions using a .csv file. The Transactions tab allows you
to view, search and retrieve transaction details.

Administrative and Preference features allow you to add users, set defaults and modify your
Payeezy Gateway display.

The Payeezy Gateway can be viewed through your browser using; Mozilla Firefox 31.0 or
higher, Google Chrome and Safari. You must enable cookies. Access Payeezy Gateway e4 at;
https://epicor.globalgatewaye4.firstdata.com.

For a quick overview of Payeezy Gateway and its features click this link;
http://media.globalgatewaye4.firstdata.com/GGE4 demos/ecommerce GGe4 demo.htm

You may view posted and settled transactions online with ClientLine or AccessOne.

1 Login and Navigation

You will receive 2 separate e-mails with your login information. One email will contain your
User ID and the other email will contain your Password. Use this information to log into your
Payeezy Gateway account.

Logging In
e Go to https://epicor.globalgatewaye4.firstdata.com

e Enter your User Login and Password. Press Login.

e [f this is your first login you will be prompted to change your password. See next section
on changing your password.

e Once logged on you will be at the Payeezy Gateway Real-time Payment Manager (RPM)
Homepage.

Changing Password
When you first login you will be prompted to change your password and answer security
guestions. Every 90 days you will be prompted to change your password. Your password must
contain at least one number. Enter your current password under the user name and the new
password. Type the new password again to confirm.
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If you enter your password incorrectly more than 3 times you will be locked-out for 24 hours
and unable to login unless your User ID is reset. If this happens please contact your Merchant
Administrator.

After 20 minutes of inactivity you will be automatically logged out and must log in again.

2 POS Tab - Entering a Transaction

General Information

Home | POS  Transactions Reports Recuming Payment Pages Administration

Select a Merchant and Terminal — ey
Merchant
Global eCommerce Logistics v
I Enter a Transaction
Terminal
EUR Outlet [» e
3;;5 usD 4
Click the POS tab to process transactions.
Select the correct Terminal (if multi-location) -. If there is only
one terminal, it is automatically selected for you. 4’
Next select the Transaction Type. You can conduct Pre- i
Authorization, Pre-Authorization Completion, Purchase, Refund, 1
Void and Forced Post transactions st {
within POS. Select users can also 8
be authorized to do open refunds. — 2
Quick Key Zero dollar pre- authorizations are
Enter a Transaction
supported by Payeezy Gateway.
==s e To perform this type of -
Furchase v
Pre-Auhorization Completion 1§ transaction, use the regular pre- authorization transaction type
Void
Rend and submit it with a zero dollar amount. If required, an additional
re-Authorization
Forced Post : H :
P — 15% of the dollar value of the authorization can be levied when
S PV T

making a pre-authorization completion transaction.

Enter the dollar amount in the Amount field. Cardholder name required character format is
ASCII.

Change the currency for the transaction (Available for multi-currency enabled terminals only).
Note that all terminals have the drop down menu for changing the currency but you should
only change it if your account was set up for multiple currencies.
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Enter the Card Holder’s Name exactly as it appears on the card. Enter the Credit Card Number
and the expiration date (Expiry Date) month and year.

Note: If you have a credit card reader you may simply place the cursor in the Credit Card
Number field and swipe the card. The Credit Card Number, Card Holder’s Name and Expiry
Date fields will all automatically populate.

Next you may enter any Reference Number or Customer Reference information (if required). A
Reference Number is provided by your internal referencing system and will display on the
Customer Transaction Record (CTR) and in Member Services SEARCH. The reference fields are
optional fields. The following characters will be stripped from the reference fields: ; *" / % as
well as -- (2 consecutive dashes). Reference number required character format is ASCII.
Customer Reference Number is another internal reference (but not displayed on the CTR).

Address Verification String is used for the AVS system. This checks cardholder addresses against
records at the credit card companies and rates the level of match (see Appendix). To enter the
Address Verification String correctly, use the following format: Street Address, Zip/Postal, City,
State/Prov, Country. Some additional rules apply. Separate numerals always require a space
between them. You cannot enter more than 29 characters. If exceeded, drop the street
address information and make sure zip code is complete. For nine digit zip codes drop the dash.
City and Province required character format is ASCII.

The Override Terminal Type field has a dropdown that allows you to choose a different
terminal type.

DBA Name

Optional Soft Descriptor fields can be turned on under the R
Administrator tab. These fields allow you to enter optional

descriptions and information to appear on a customer’s credit card
statement. Entering this information can help to reduce the risk of

chargebacks.

Postal Code

Click the Process Transaction button to complete the transaction.

Counir

MID

A receipt will display on the screen (shown below). If you have a
printer connected to your terminal you may Print the receipt or you e
may Email receipt to your customer. When referencing a receipt pay

close attention to the TYPE field. — :
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APPROVED

EPICOR GGE4 TEST
4120 DUBLIN BLVD
DUBLIN, CA 94598
United States
WIWW.EPICOR.COM

TYPE: Purchase
ACCT: Visa & 1.00 USD

CARDHOLDER NAME :
CARD NUMBER : #f##ﬁ#####g#4678

DATE/TIME : 17 Dec 14 09:15:10
REFERENCE # : 001 0532706 M
AUTHCR. # : 05347C

TRANS. REF. : 11532

Approved - Thank You 100
SIGNATURE

Please retain this copy for your records.

Cardholder will pay above amount to card
issuer pursuant to cardholder agreement.

Email

The Quick Key selection allows you to enter a transaction more quickly than the previously

described Single Input method.

Transaction entry
Transaction
Purchase »
Amaount

100.00

Card Holders Name
John Smith

Credit Card Mumber

A1

Expiry Date
0815

Reference Number
08:57:30

Customer Reference

|Add transaction| Cancel

Transactio
@ CSV Format PD

Remaove: select

™ MNe

Remaove: select

I

Typ

Select the Transaction type; enter the Amount, card information and references. Click Add
transactions. The transaction will display to the right of the entry screen as shown below.
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|a

ﬁ CSV Format PDF 43k
Remove: selected
™ MNo Type
™ 1 Purchase
Remove: selected | a

Amount

$100.00 John Smith

Card Holder's Mame

Transactions |[Process Uq\r_}J,oad File

Total $100.00
Card MNumber
Ak el e

Expiry  Reference # Customer Ref Status

0315 08:57:30 Mot processed

You can upload a batch of up to 250 transactions from a .csv file by clicking Upload File.

When you are finished with your entries you may click on the Process button. Batch totals
display at the top of the screen and a green check indicates that all of the transactions have

been processed.

Purchases

Transactions
ﬁ CSV Format PDF 438k
Remove: selected | all
™ MNo.  Type

™ 1 Purchase

™ 2 Purchase

Amount

$59.09

Upload File

Card Holder's Mame

54289 Margaret Lehman

Wivienne L. Long-
Speer

Time: 27.31 sec

Total
$2,613.13

Card Mumber Expiry Reference # Customer Status

A1 1111111111 0312

REF_1_42.88564971250 Cust_Ref 4288564901

5500000000000004 0312 REF_1_59.08799270442 Cust_Ref 59 08799270

Next enter the authorization information (if required). Authorization Number is an alternative

option to using 'Transactions' to do a Pre-Authorization Completion. You can only conduct a

refund through POS if you have a pre-set refund level; otherwise refunds can be conducted

more easily through Transactions.

Soft Descriptor Fields - Merchant Administrators can enable soft descriptor support for a
terminal by going to Administration -> Terminals, then clicking the appropriate terminal name,

and enabling the "Allow Soft Descriptors" option as seen below. If you decide to use the soft

descriptor fields we recommend you read this best practices article first. The following Soft
Descriptor fields are required to be in ASCIl format: DBA Name, Merchant Contact Info., Street,
City, and Region.

Note: For two stage transactions (pre-auth/completion), the reference number utilized at the

time of pre-authorization will be utilized at time of transaction completion. An override of this

value is not supported. The consistent usage of values enables a merchant to achieve the best

interchange rates and least re-authorizations. Typically, the reference number field is the

purchase order number or unique sequence value associated to a given transaction suite.

EPICOR.
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Purchase Transaction
For Multi-location (multi-terminal) users, be sure to

Select a Merchant and Terminal

select the appropriate terminal on the POS window

Merchant
EPICCR GGE4 TEST

before completing any transaction.

EPICOR

Quick Key

Terminal
EPICOR GGE4 TEST (USD)

Lx_.—...;.._‘__:—-

Select Purchase from the Transaction Type

i ¥ 1, SV LV PR SN

dropdown. Enter the dollar amount of the sale in
the Order Amount field. Enter the Card Holder’s
Name exactly as it appears on the card. Enter the

Enter a Transaction

Transaction Type
Furchase v

Credit Card Number, Expiration date (Expiry Date).

Order Amount

1.00 uspb

The Reference Number is searchable and it is
recommended that you enter a document number

Card Holder's Name

Rick Bishop or some other reference to the item being sold, but
Credit Card Mumber . . .

414712345578908 this is not a requirement. Customer Reference and
Expiry Date Reference Number 3 are also optional fields.

07 v 2019 v

The AVS or address verification field may not be

Reference Number

required, however your terminal can be configured

H20141
- to require and validate the customer’s billing
ustomer Reference
C1234 information. It is recommended that you always
Reference Number 3 , - . :
8731RDC enter the customer’s billing zip code for slightly
AVS lower interchange on manually keyed transactions.
1555 Lane Ave 43210
Country

v Card Verification Data, is also optional but once
Card Verification Data . = .
123 Value provided by cardholder v again your Payeezy terminal can be configured to

require and validate this information.

Override Terminal Type
Retail v

Merchant Terminal Number

Terminals other than the default terminal may be
001

| Process Transaction

chosen from the Override Terminal Type
dropdown.

Any desired value may be entered in the Merchant
Terminal Number field.

Verify that all information is correct before pressing the Process Transaction button at the
bottom of the screen.

Refund Transaction
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Select Refund from the Transaction Type dropdown to credit a cardholder’s account.

Complete the fields as described above and select Process Transaction.

Void Transaction
A void can be accomplished before settlement on the same day that

PICOR

Quick Key

Enter a Transaction

Transaction Type

Void v {
Order Amount ‘
1.00 UsD 1

Card Helder's Mame
Wayne W. Hayes

Credit Card Number

4147123456739083 i

Expiry Date L

07 v | |2015 ¥ 1

uthorization Number

123456 1
I i [

Forced Post

the original transaction was entered. Voids are

most often and more easily performed by

locating the original transaction in the

Transactions tab (described in the following
section) and choose the “V” button next to the

transaction.

Search| B

However you may select Void from the Transaction Type dropdown.
Complete the fields as indicated on the left. The Authorization

Number must be provided.

A Forced Post transaction is used to enter a transaction with a previous authorization that has

not yet been completed or charged to the cardholder. Like a void transaction, a valid

authorization code is required. This transaction type could be used to re-enter offline

transactions that did not properly update. It is very important that only recent valid

authorization codes be entered.

Pre-Authorization

Choosing Pre-Authorization from the Transaction Type dropdown

allows you to obtain an

APPROVED
========== TRAMSACTION RECORD ==========
EPICOR GGE4 TEST
4128 DUELIN BLVD
DUBLIN, CA 94598
united states

Ikl ERTCOR L COM
TYPB Pre-Authorization
ACCT: Visa $ 1.88 USD

CARDHOLDER NAME

Rick Bishop
CARD NUMBER i
DATE/TIME

/ 13 Jul 15 15:27:89
REFERENCE # i 801 B686281 M
AUTHOR. # 1 81327C

TRANS. REF. 11234

Approved - Thank You 1@

Please retain this copy for your records.

cardholder will pay above amount to
card issuer pursuant to cardholder
agreement.

Printl Email Closel

approval code, but does not charge the
customer’s account. Enter fields as
described above in the Purchase section
and click Process Transaction.

Note: The receipt (shown left) may look
like a purchase receipt, it is clearly noted
“Pre-Authorization in the Type field.

EPICOR.
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Quick Key
Enter a Transaction

Transaction Type
Pre-Authorization v

Order Amount

1.00 usD
Card Holder's Name

Rick Bishop

Credit Card Number
4147123456789083

Exepiry Date

07 v| 2019

Reference Number

Rt

Page



Pre-Authorization Completion

To charge a cardholder’s account after obtaining an authorization select
Pre-Authorization Completion from the Transaction Type dropdown. A

Quick Key
valid approval code must be entered as shown at right. Click the Process nter 2 Transaction
Transaction button. e s o«
Order Amount
1.00 usp
e
An easier method to complete a pre-authorized transaction may be to TS
locate it in the Transactions tab and select the C button in the Actions S
01327C
column. 1
Search
A1234
(Card Holder, Reference)
Date
Custom ¥ 2015/07/13 00:00 [ to 2015/07/14 23:59
EPIOR GOE4 TEST
E;ISF)BF‘E GGE4 TEST Actions
ISearch| Reset g‘ﬂ __J
« Back 1 Day Forward 1 Day » ”
Print Download CSV Number of Transactions: 1
Actions Card Holder Card Amount Card Number Expiry Transaction Status
;—‘Jﬂ—l Rick Bishop VisA 1.00 USD HEEEEEERERRO08D EHM‘7 - 20
Print Download CSV Mumber of Transactions: 1
Print Download CSV
Actions Card Holder for:
Complete Pre-authorized Transaction
Transaction Tag
Verify the Completion Amount and complete the transaction for ST
. . . Completion Amount
any amount up to the Maximum amount. Click Submit 1.00 ————— usD
(Maximum amount USD 2.00)
TransaCtlon' Reference Number
1234
Pre-Authorization-Voids, Edits & New Transactions
A pre-authorization may be voided beyond the transaction date. The procedure is quite similar
to the completion step shown above. Select the V button in the Actions column and click the
Submit Transaction button.
Other buttons in the Actions column allow you to; edit the reference numbers (Pencil icon) and
create a new transaction (N).
Page 10

EPICOR.

Payment Exchange,



3 Transaction Tab -

The Transactions tab was referenced in the previous section but the examples below will

describe additional features.

Basic Search

Home

POS | Transactions | Reports

Recuring  Payment Pages  A(

FEREREUON Advanced search  Preferences

Search transactions

Search
John Smith
(Card Holde

—
Reference,

Date
Today v 2011/06/15 00:00 &= 1o 2011/06/16 23:59
Merchant Account

All Merchants v

Terminal

All Tem'\lr\a\s/

« Back 1 Day Forward 1 Day »

Print Download CSV

Actions

R

Card Holder Amount Card Number

Card
Vivienne L Long-Speer (@
~EE

Margaret Lehman 74 67 USD

874 USD #0004 03112 Purchase

1111 0312 Purchase

o ——

Mumber of Transactions: 53

Expiry Transaction Status Time
w7/  2011/06/16 10:59:35

~/ _ 2011/06/16 10:59:34

Auth

ET5936 REF_1_8 737082130080

= Test Trf
123
Ref Num Cust RefN|

Cust_Ref 8.7370)

RV

ET5935 REF_1_74 66667963609

Cust_Ref 74 666}

Select Basic search, enter the search string in the Search field and select the appropriate date

range. Click the Search button.

« Back 1 Day Forward 1 Day »

CS

Print Download
Actions Card Holder Card

‘P

int Download CSV

Number of Transactions: 3

Amount Card Number Expiry Transaction
R T =
ﬂwv John Smith —— 10000 USD &= 0815  Purchase

Mumber of Transactions® 3

= Test Transaction|

Status Time Auth Ref Num Cust. Ref Num
' 2011/06/16 10:53:14 ET5315

You can create a refund by clicking on the displayed transaction’s R button or void the

transaction by clicking V. An example of a refund is shown below.

« Back 1 Day Forward 1 Day »

Print Download CSV

el

i

Actions Card Holder

I

Refund Transaction

Transaction Tag

68369

Refund Amount

uUsD

Customer Reference

Reference Mumber 3

Submit Refund

R

Dopt [

1 Cancel

John Smith

aaologd LoV
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Fill in the Refund Amount (up to the maximum indicated), complete optional reference
information and click Submit Refund button. A receipt showing the refund will display, it can
be printed or emailed as described above in section 2.

Click the V button next to the transaction to Void. Click the Void Transaction button to
complete the void. A receipt showing the void will display, it can be printed or emailed as
described above in section 2.

gﬂ John Srmith visA

Void Transaction

Tag
68519

Armotnt
|8.74 usD

Feference Mumber

REF_1_8.737082130080

Void Transaction| of Cancel

—
ol i P e

You can view audit history for a transaction by clicking on the clock icon next to the transaction.

ETINT LrowvTioge e

Actions Card Holg

QI Wivienne L. Long
QW] John Smith

Advanced Search
The Advanced search tab gives you full feature search capability. You can search records by;

e Cardholder reference number
e Single date or date range

e Multi or single location

e Transaction type

e Card type

e Status

e Currency

e Dollar amount

Page 12
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Search transactions

John Smith

Date

Today ¥ 2011/06/16 00:00

Werchant Account

All Merchants ¥

Terminal
All Terminals

Basic search Amnlculmn:n Preferences

S
ReH‘lum“ Auth © Card Number ¢ Cust Ref ©

i to 2011/06/16 23:59

Tag © Purchase

3
Card Typs Select All None I~ @ — V25— [E6E — B
Currenc,

All v All v
From To

10 Records %

An example of the Advanced search is shown above. Select the search criteria and enter the
search string, then click the Search button.

Print Download CSY

Actions Card Holder Card
(O] John Smith T
7 —

Print Download CSV

Amount

100.00 USD  #sssss 11N

Number of Transactions: 3

Card Number Expiry Transaction Status Time Auth Ref Num Cust. Ref Num
08/15  Purchase R 2011/06/16 10:57:15 ET5716

Mumber of Transactions: 3

Select the transaction you wish to view and the details display as shown below.

T

AT

«Back 1 Day Forw

Print Do

Actions Card Holder

Q9

Transaction Tag 68366 (close)

lohn Smith ViER
Status.

Approved more
Type

Purchase
Amount

100.00 USD
Gateway ID

A00038-01

Card

Amount

100.00 USD

Credit Card

VISA
Credit Card Number

1111

Card Holder

John Smith
Expiry Date

08/15

= Test
Number of Transactions: 3
. - Ref Num

Auth Cust_Rq

0815  Purchase SR 2011/06/16 10:57:15

spsEpREEEE 1111 ET5716

Authorization Num Processing Centre CAVV

ET5315 First Data Mo CAVV
Reference Num Transaction Time CAVV Response

Not Available 2011/06/16 10:53:14 Mot Available
Customer Reference ECI AVS Result

Not Available 000 Mot Available
Reference Number 3 User CVV2 Result

Mot Availabls
Transaction Reference

katy joy@firstdata com (M) - CVWV2 / CVC2/CVD Match

001 0007701 M

Preferences Tab

You can customize the look of your screen by clicking the Preferences tab.

Update Preference

Use the left and right arrows ‘e
Card Holder

Card

Amount

Card Number

Transaction

Status

Time

Ref Num

Cust. Ref Num

/

« Back 1 Day Forward 1 Day »

Print Download CSV/

mns To Show|

Basic search  Advanced search

<

<+

>
umns you require in the Search results. Use the up and dewn arrows to determine the order of colur

i Columns To Hide |

Expiry
Auth

= Test Transactio

Mumber of Transactions: 3

Hide columns by clicking and highlighting them from Columns To Show then click the right

arrow = to move them into Columns To Hide. Highlight columns in Columns To Hide and use

the left arrow € to redisplay them. Click the Save button to save your changes.
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4 Payment Page Setup for iNet users

Follow the steps in section 1 to log into your Payeezy Gateway account be sure to select your
eCommerce/iNet Merchant ID if multiple MID’s are listed. From the Home page you may click
on Payment Pages to begin. However, you may wish to follow the preliminary steps outlined
below to properly configure your payment page.

Set terminal type to E-Commerce
Your terminal type must be set to “E-Commerce”. If you see a message as shown here
you must change the terminal type.

There are no terminals suitable for payment pages for this account!
Please ensure the following:

= you have at least one terminal with active status
= terminal is set to type "E-commerce Transaction” or "E-commerce Transaction (CVV)"

To change the terminal type select the Administration tab and choose Terminals. Click
on the Terminal Types hyperlink.

Wkcome. shaysmih - EPICOR GGEA TEST ( My sccount | Son ouf)

tions Repots Recuming Payment Pages | AHMSIrStEn

EFICOR GGE4 TEST Active

EFICOR GGE4 TEST Adtive . uso 01 CTTE1601

Click the E-commerce radio button as shown below and then click Apply Changes

erminal Types (Ie

Searcn| Rese

Chain/Meschant Outle Terminal
EFICOR GGEA TEST

EFICOR GGEA TEST

Apply Changes| Ca
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Using CVV2 validation
Follow the steps below if you wish to utilize CVV validation on your payment page.

From the Home page click on

POS Transactions Reports Recurring Payment Pages Administration

the Terminals link.

Tasks
Terminal Types
Terminals
Users

Payment Pages

Click on the terminal name in the Terminal column as shown below.

Users [EIGILETL Fraud Filters  Address

Terminal Selection ( Temind[ypes )
Search| Resw

Merchant Terminal Status

EPICOR GGE4 TEST Active

EPICOR GGE4 TEST Active

Scroll down to the Type field and from the Terminal: EPICOR GGE TEST
dropdown choose E-Commerce Transaction (CVV2). [oemic recvcions  averies  cvveries

EPICOR GGE4 TEST
Description

EPICOR GGE4 TEST
Currency
[usp

Payment Types

@2 visa— 2. 630 2
Terminal Code

[001

Type Gateway 1D
- [c77816-01
E-Commerce Transaction (CVWW2) ~ Dwistonid
: J [0o00209385
Mormal Presentment m

Mail Order/'Telephone Order Tmojmfsf
E-Commerce Transaction

Mail Order/Telephone Order (CVV2) 4 Pacine i Saving Tims 1 POT 703
E-Commerce Transaction (CWVV2) o

Before Midnight on the Reporting Day ¥

23 v 45 v (24 Hour Clock)

® Mo petcyeead ] oirgl 2oar] gl 3 Nats

Pass:

Generate
Password should contain only letiers, numbers, dashes (), unders:
Status

\ [Active

M IS
| E-Commerce Transaction (CW2) ¥
anguage’

[English

Allow Soft Descriptors

® Do not support Level 2 or Level 3 Data

Page 15
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Set CVV2 Filters

Click the CVV2 Filters link at the top of
the page. Indicate which description
should be rejected by checking the box in
the Reject column. Click the Update
button at the bottom of the page after all
selections have been made.

Set Terminal Settlement Time

On the same Terminal Details screen described in the Using CVV2 Validation section.
Locate the Time Zone field and set for your location. In the Cut-Off Time field use the

Users Fraud Filters  Address

Terminal Selection ( Teminal Types )

Search| Reset

Merchant

-
g

EPICOR GGE4 TEST

Terminal: EPICOR GGE4 TEST

Details Restrictions AVS Filters CVV2 Filters || Velocity Control
ReiW
vl N

CVV2 does not maich

b Card expiration not provided or card does not have valid CVD code

p
4 s Merchant indicated that CVV'2 is not present on card
] Card issuer is not certified andior has not provided visa encryption keys
I

4 CVV2 code is invalid or empty

Update|Cancel

dropdown to select Before Midnight on the Reporting Day. Use the dropdowns in the
24 Hour Clock field to choose your settlement time. The time should be set to 23:30 or
earlier, otherwise bankcards may take longer to fund.

Time Zone

|Pacific Daylight Saving Time / POT - 708

Cut-Off Time
| Before Midnight on the Reporting Day ¥

23 v o 45 v (24 Hour Clock)

Password

Create a Payment Page for iNet

1. Select Payment Pages and the click Create a New Payment Page.

Page

EPICOR.

Payment Exchange,
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Payment Page Settings for WSP-EPICO-h7QD3ABDBg

2. General Settings-Provide Payment |1j‘3::;:' —

General Page Setup

H H 3. Pay Now/Donate Now Enter the information below to create your Payment Page.
Page Tltle’ Return to Your SIte 4. Receipt Page Additional customization can be done by selecting the menu options on the left
o g . . 5 ] View help for this section in the knowledge base
URL, Notification Email as shown 5. Receipt Emais
6. Recurring General Settings /
below. An exact URL does not 7. Customize Form Payment Page Tite Epicor Hardars

8. Appearance Example: Company Name

have to be provided; this could be 9. Securty T UAL ™

10. Hash Calculator

Example: htp:/mydomain.com

your iNet landing page, or
department list.

Level 3 Processing Enable Level 3 Processing
Level 3 information will be sent for Settiement.

Payment Page Settings for WSP-EPICO-h7QD3ABDBg

3. Payment Types Settings- Check
Enable Credit Card Payments. If
desired check Make CVV2 Input AT n

4. Receipt Page

Payment Types Setup

Select customer payment options including credit card andior PayPal
Demo or Test Terminals can also be set in this section.

The 3-D Secure Setlings refer to Verified by Visa and MasterCard Secure Code. Offering this feature requires production-level 3-D Secure|
+u] View help for this section in the knouledge base

Mandatory. ’ Receipt Emails

6. Recurring

7. Customize Form
fault Currency

8. Appearance Dault Currency is USD (No other default currency is available for this account)

Note that CVV2 Options will not
display unless you have chosen
terminal type E-Commerce
Transaction (CVV2) as described in
the section above.

Procdssing Mode

EPICOR GGE4 TEST

' EFICOR GGE4 TEST

If you have multiple locations, or

I Make CVV2 Input Mandatory

terminals you must choose the
appropriate terminal from the drop N
down in the Using Terminal field.

4. Receipt Page Settings

I.  Choose Automatic Linking to the receipt page using HTTP Post method (AUTO-POST)
II.  Enter Receipt Link Text, for example: View Receipt
. Enter Receipt Link URL http://www.example.com/inet/storefront/paypage.php
a. CRITICAL NOTES!
i. Replace www.example.com with your iNet hostname - website URL.
ii. YOU MUST PLACE “/inet/storefront/paypage.php” after your URL or else:
1. The online shopper will not return to your website confirmation page
2. No order will be sent to Eagle but the shopper will be charged

iii. If iNet site is running as a secure site you may need to change “http://” to
“https://”

Page 17
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V.

Enter a title for the Reference Number field so the iNet reference number will appear

on the payment page.

New Payment Page: WSP-EPICO-dKDziABCMQ

1. Genera

2. Payment Types

3. Pay Now/Donate Now
4. Receipt Page

5. Receipt Emails

6. Recurring

7. Customize Form

8. Appearance

9. Security

Receipt Page Setup

In this section, the setings for Relay Response, Silent Post, and Receipt Link are set. These settings dictate receipt display and how transactional data is transmitted back to the merchant

] View help for this section in the knowledge base

Receipt Page Settings

Retum Link Method (for receipt page)

Automatic linking to the receipt page including result parameters using HTTP POST method (AUTO-POST)
Link to the receipt page including result parameters using HTTP PGST method (POST)

Automatic linking to the receipt page including result parameters using HTTP GET method (AUTO-GET)
Link to the receipt page including result parameters using HTTP GET method (GET)

Link to the receipt page (LINK)

An HTTF Redirection to the receipt page (REDI)

The type oflink made back to merci bsite

Receipt Link Text View Receipt

Receipt Link URL http:/fwww_example com/inet/storefront/p

Reference Number Title (x_invoice_num} Reference Number

Leave blank if you isplay on the pa page

Customer Reference Tille (x_po_num)

Leave biank if you don

po_nuntto display on the payment page-

Authorize.Net Protocol - Relay Response Settings

Allow Relay Response

S

5. Choose Receipt Emails — check the box if you wish to Send a payment confirmation
email to customers. Enter your “Reply To” email address. Note: iNet will send a

confirmation email, checking this box may result in sending 2 emails to your customer.

Genera

(SR

Payment Types

oW

Receipt Page

Customize Form
8. Appearance

9. Security

10. Hash Calculator

—

Pay Now/Donate Now

Payment Page Settings for WSP-EPICO-h7QD3ABDBg

Email Setup

This section covers the email confirmation settings for the merchant and customer.

If the "Send a payment confirmation email to customers™ box is checked, the receipt header and footer text (optional) can also be specified below.

) View help for this section in the knowledge base

Email Enabled
¥ Send a payment confirmation email to customers

Email Addresses

“Reply-To:" Email
T o

> | email@example.com

Receipt Email Header/Footer

Receipt Email Header

Receipt Email Footer

« Previous Next »

EPICOR.

Payment Exchange,
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6. Click Customize

1. Genera

Form, and drag and | 2 Peymentypes

3. Pay Now/Donate Now

drop the fields you | recentpaoe

New Payment Page: WSP-EPICO-dKDziABCMQ

Customize Form
Select and arange the credit card form flelds, and other customizations
¢ View help for this section in the knowledge base

want displayed on 6. Recurting
the payment page.

5
5. Receppt Emails Customize Form Fields

7. Customize Form

8. Appearance

9. Security
We recommend
adding
Reference/Order #
. . . User Defined 1 I User Dfnedl
which will display £

the reference

number from iNet.

A
“Credit Card Number | “Exgfliy Date (MMYY)

“Cardholder Name |

i Address. |

Security Code

Reference/Order #

7. Click Security and ensure encryption type is set to MD5. Make note of the Transaction
Key (Generate a new one if needed) Make note of the Response Key (Generate a new
one if needed) — we recommend using copy/paste for these values. It is important that

they not be mixed up. Both values will be entered in the iNet setup windows.

1. General

2 Payment Types

3. Pay Now/Donate Now
4. Receipt Page

5. Receipt Emails

6. Recurring

T. Customize Form

8. Appearance

9. Security

New Payment Page: WSP-EPICO-8E6wcgBCMw

Security Settings

Transaction and Response Keys can be generated in this section according to the Encryption Type selected.

Note: Generating new keys will break exigting page links. Please use caution when using this function.

] View help for this section in the knowledglibase

HMAC Calculation
Encryption Type * MD5 SHA-1

wit encryption algorithm is MD3. SHA-1 is only advised for custom

Transaction Key

Transaction Key

JW2zXVMBoV5LmissBavA

Note: The Transaction Key is used in the payment page linking/request.
Generate New Transaction Key

Response Key

Response Ke
ABXT5A1281vKLongs 1jw

Note: The Response Key is used in sending the payment response back to your website
(Relay Response, Silent Post, Redirect)

Generate New Response Key

EPICOR.

Payment Exchange,
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8. Click the Create button in the lower right hand side of the window.
The Payment Pages Management window displays indicating that a
Payment Page has been created. Check the Mobile style enabled
box. Allows your iNet shopper to see mobile optimized payment page.

a. NOTE - THIS IS NOT THE SAME AS A MOBILE PAYMENT PAGE FOR TABLET POS.

See the Mobile Payment Page setup section of this document for proper Payeezy
configuration with Tablet POS.

Create| or Cancel

——

Payment Pages Management

Payment Pages Options:

¥ Mobile style enabled

Save

Create a New Payment Page

Payment Page [D Status Multi Terminal?
WSP-EPICO- 2 - )
h7QD3ABDBG Live Mo Epicor Hardware

9. Click on the hyperlink in the Payment Page ID column (shown above) and the Payment
Page Settings will display with an additional selection “10. Hash Calculator”. Click Hash
Calculator and make note of the Login (x_login)

mpare their calculation of the x_fp_hash value with Payment Page's value

WSP-EPICO-NTQDIABDEG

IedB9RVEUIS22ey0cslz

Note

10. Follow the iNet Setup instructions in section 5 to complete setup on your iNet
application.

Page 20
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5 iNet Payment setup

After establishing a Payment Page in Payeezy you may begin setting up your iNet to accept

bankcard payments with the “Epicor

Payment Exchange — Net” in iNet Gateway setup.

NOTE — Be sure to use “Epicor Payment Exchange — Net” with this “Payeezy” setup!

In iNet, log in as administrator and
go to eCommerce ->Configure ->
Checkout -> Payment Gateway
Configuration.

Locate the “Epicor Payment
Exchange — Net” payment
gateway.

Click edit button to configure.

N

EPICOR.

Aboutitist | User Guide | Support

Applications

eCommerce Configuration

gement
PO Contigure Checkout

Content

EPICOR.

About iNet \ User Guide | Support Applications

Taxes & Payment eCommerce Configuration =

Logout

Catalog | eCommerce | Content | Users | Site

Checkout = Payment Gateway Configuration

I PaymentGa’reEi I

Payment Gateway Configuration

Tax Codes \

\

Prometions

Click the edit lcon below o configure & payment gatewsy for your site.

Use the checkboxes for alveady configured gateways fo sef where they are available.

List Promotions

Availahility
Add Promotion N —
Actions | Description Configured | Tender | Shopping Cat AR Payments
Shipping Configuration \ w X Authorize MET - (SIM) Yes 5 ’ s
Authorize NET - (SIM) eCheck. Net/ACH — Yes A
List Shipping Methods ‘ . o ™
e Eicor Doyment Buchange

Add Shipping Method =

) kRing [ A Epicor Payment Exchange™ - Nat Mo
List tem Level Rules F— TP Ty T F ST Py T
T el S b Moneris - Hosted Paypage Mo
TPy Sl e 1 PayPal - Website Payments Standard Na

Shipping Settings

Save Changes

EPICOR.

Payment Exchange,
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Set Merchant Name, Merchant URL with your

iNet business name and iNet URL.

Epicor Payment Exchange™ - Net

D

Value

Transaction Type determines whether the Herchant Neme Demo Mercant

Merchant URL www.example.com

bankcard will be charged immediately when the Aumnzanonow B
Hosted Payment Page URL W [ apwe

customer places the order or if only an

Paymont Page D WP EPICo ez8689BITa
authorization code will be obtained. There are fleKyy } }

2 selections available from the dropdown; Tender Type g -
Authorization & Capture and Authorization

Only.

Select Authorization & Capture if you wish to charge the customer’s card when the order is

placed. Choose Authorization Only, if you wish to charge the customer after the shipment is

complete. Authorization Only requires that you manually complete or modify each transaction

in the Payeezy Gateway’s Transaction Tab (instructions are provided in Section 6 of this guide).

Set Hosted Payment Page URL to: https://epicor.globalgatewaye4.firstdata.com/payment

Set Payment Page ID to the payment EPICOR
page ID from Payeezy Gateway ”

Aboutiet | User Guide | Support

Applications | Catalog | eCommerce | Content | Users | Site

(appears as x_login on the Hash

Taxes & Payment

Ca|cu|at0l’ ta b . Payment Gateway Epicor Payment Exchange™ - Net

Tax Codes D Value

. Promotions Merchant Name Demo Merchant

Set Response Key & Transaction Key e —

List Promotions P
tO th e Va I u eS fro m th e Payeezy Add Promotion Transaction Type Authorization Only -

Hosted Payment Page URL hitpsf/epicor globalgatewayed firstdata com/payr
. Shipping Configuration

Gateway Security tab. Payment Page 1D

List Shipping Methods Response Key 1

Add Shipping Method Transaction Key 1
Note: Use care when copying/pasting values List Item Level Rules Tender Type 8 -
that you do NOT include spaces. T

Third-Party Shipping
Shipping Settings

Check your entries and then click Save

Changes.
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On the Payment Gateway Configuration page, shown below, you can now select where this

gateway will be used.

Check the Shopping Cart and/or
AR Payments checkboxes on
the Epicor Payment Exchange —
NET line to enable the gateway
for those payments.

If you had a prior gateway
configured, you will need to
uncheck it to remove it from
your site.

Please note, iNet will allow you
to have multiple payment
gateways in use (For example
PayPal combined with Epicor
Payment Exchange)

After completing your setup you should [
enter a live order through iNet to test
and verify that the transaction appears
in the Payeezy Gateway transaction

tab.

TIP--If your first transaction is not
successful check that no spaces were
included when copying and pasting the
Payment Page ID, Response Key or

Transaction Key.

EPICOR.

About iNet ‘ User Guide ‘ Support

Taxes & Payment

eCommerce Configuration = Checkout = Payment Gateway Configuration

| Logout

Applications | Catalog | eCommerce | Content | Users | Site

Payment Gateway
Tax Codes

Premetions

List Promotions
Add Promation

Shipping Cenfiguration

List Shipping Methods
Add Shipping Method
List Itern Level Rules
Add tem Level Rule
Third-Party Shipping
Shipping Settings

Payment Gateway Configuration

Payment Gateway has been configured.
Click the edit lcon Delow [0 configure a payment gateway for your site.

Use the checkboxes for aready contigured gateways fo set where they are avallable.

Availability
Actions ~ Description Configured ~ Tender =~ Shopping Cart AR Payments
X Authorize. NET - (SIM) Yes 5
Authorize NET - (SIM) eCheck. Met/ACH  Yes A

3 Epicor Payment Exchange™ Mo

) ¥ Epicor Payment Exchange™ - Net Ves 5 - v

B MiraPay - Hosted Paypage Mo

5] IMoneris - Hosted Paypage Mo

i PayPal - Website Payments Standard Plo

Save Changes [}

Edit View Favorites Tools Help
i E)Pedge Messaging &) NEW - Acenet [ CH Staff &) OLD - Acenet &) Ace Leaming Place Login ..

Epicor Hardware

Review Your Order

Reference Number
100407

Total Amount usD 2473

Pay With Your Credit Card

Credit Card Number

<

 Visa e 0 038 19

Expiry Date (MMYY)

Security Code

Cardholder Name

Reference/Order #
100407

Email

I

A confirmation email will be sent to this address

Pay With Your Credit Card

2| Activant MA on 210800_m... [5) blogger Dashboard [ Coleri]

EPICOR.

Payment Exchange,

Page 23




6 Using Payeezy Gateway to manage iNet Payments
Sections 1 through 3 apply to iNet users as well as Retail POS. In addition to the functions

described in those sections you may need to use other features to manage iNet payments.

Some of those features are described in the sections below.

Issue a credit on an existing iNet payment
1. Locate the existing transaction. Select the Transactions tab. Enter a name or reference

number in the reference field. Specify the date range.

PICOR.

Search transactions

Search

Bishop
(Card Hoider, Reference)

Date

Custom ¥ | 2015/04/10 00:00

Merchant Account
EPICOR GGE4 TEST

Terminal
EPICOR GGE4 TEST

et

« Back1Day Forward 1 Day »
Print Download CSV.

Actions Card Holder Card
WRIN|  Richard ABishop VISA
Qg Richard A Bishop VISA

[EETEPEININ Advanced search  Preferences

"ES 1o 2015/04/15 235

Number of Transactions: 11

Amount Card Number Expiry Transaction
201 UsD FEHAGT S 0115 Tagged Purchase
1.02 USD S 01116 Tagged Void

Home PO3

Status Time Auth Ref Num
o/  2015/04/14 07:44:14 02451C 0414151 AD41415
W/ 2015/04/13 14:22:32 02150C 04131504 d041315

2. Locate and verify the desired transaction.

« Back 1 Day Forward 1 Day »
Print Download CSV

Actions Card Holder

Amount Card Number

Mumber of Transactions: 11

Transaction Status

Expiry

| ﬁl_”_] Richard A Bishop

2.01 UsD HHERERHEHHRAGTS

01115  Tagged Purchase

g Richard A Bishop
LA

Dichard L pichon

1.02 USD R A0 T8

100 lisn

01716 Tagged Void

YL

ILFAT= Duchace

3. Toissue a Refund or Credit select the R button in the

Actions column. Enter the amount of the refund, up to the

entire sale amount, and click Submit.

EPICOR.

Payment Exchange,

« Back 1 Day Forward 1 Day »

Print Download CSV
Actions Card Holder
Refund Transaction

Transaction Tag
B02807928

Refund Amount

2.01
[l

usb

BTGng LD 2.01)
Reference Number
0414151

Customer Reference
AD41415

Reference Number 3

Fraud Suspected

Submit Transaction |pr Cancel

] Dickasd /o Dicle
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Add charges on an existing iNet payment
1. Locate the existing transaction. Select the Transactions tab. Enter a name or reference

number in the reference field. Specify the date range.

Search
Bishop

Date
Custom

Merchant Account

Terminal

et

Search transactions

(Card Holder, Reference)

¥ | 2015/04/10 00:00

PICOR.

:EETEPEININ Advanced search  Preferences

EPICOR GGE4 TEST

EPICOR GGE4 TEST

«Back™Day Forward 1 Day »
Print Download CSV.

" to 201504115 235

Number of Transactions: 11

Actions. Card Holder Card Amount Card Number Expiry Transaction Status Time Auth Ref Num
ﬂM Richard A Bishop VISA 201 UsD FEHAGT S 0115 Tagged Purchase W/ 2015/04/14 07:44:14 02451C 0414151 AD41415]
Ql Richard A Bishop VIsA 1.02 USD FHHHHERRRARTS 01/16  Tagged Void o/  2015/04/13 14:22:32 02150C 04131504 d041315

Home PO3

2. Locate and verify the desired transaction.

« Back 1 Day Forward 1 Day »
Print Download CSV

Mumber of Transactions: 11

Actions Card Holder Card Amount Card Number Expiry Transaction Status
| ﬁl_”_] Richard A Bishop VIsSA 2.01 UsD AR AR T B 0115  Tagged Purchase vy
Ql Richard A Bishop VISA 1.02 USD HERHERHREERARTS 01116  Tagged Void v
CALAg Bichard A Risbon Visa 102 ISn oo ETevwi:) Qe Pucha L ¥
3. Select the N button. Enter the additional amount to be Pint Downiozd CSV
Actions Card Holder Card

charged in the New Amount field. Note — If the CVV2 code is
known enter it in the Card Verification Data field, otherwise
select Disregard CVD from the dropdown. Click Submit

Transaction.

EPICOR.

Payment Exchange,

New Transaction

Transaction Type
Purchase M

ew Amount
2.01 uUsD

CreditCard'Number
HREHHHRHRRRRARTE

Expiry Date
01 v 2015 v

Reference Number
0414151

Customer Reference
AD41415

Reference Number 3

AVS

18277 "o T
Country

United States

Card Verification Data
Disregard CVD

Override Terminal Type
MOTO - Single Transaction mailtelephone order v

Submit Transaction | pr Cancel
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Void an iNet Payment
A payment may be Voided only on the same day it is posted, otherwise it must be Refunded.

1. Locate the existing transaction. Select the Transactions tab. Enter a name or reference
number in the reference field. Specify the date range.

PICOR.

[EETEPEININ Advanced search  Preferences

Home PO3

search ransactions

Search

Bishop

(Card Hoider, Reference)
Date

Custom ¥ | 2015/04/10 00:00

"ES 1o 2015/04/15 235

Merchant Account
EPICOR GGE4 TEST

Terminal
EPICOR GGE4 TEST

et

« Back1Day Forward 1 Day »

Print Download CSV Number of Transactions: 11

Actions Card Holder Card Amount Card Number Expiry Transaction Status Time Auth. Ref Num
WRN|  Richard ABishop VISA 201 USD HEAGTS 0115 Tagged Purchase 201504114 07:44:14 02451C 0414151 A041415]
Q) Richard A Bishop VvISA 1.02 USD HHEHHIAGTS 01116 Tagged Void /2015004113 142232 02150C 04131504 d041315

2. Locate and verify the desired transaction.

CDaCE T Uay romwarg 1 oAy »

Print Download CSV Mumber of Transactions: 12
Actions Card Holder Card Amount Card Number Expiry Transaction Status

ﬁ‘ﬂﬂ Richard A Bishop VisA 5.00 USD R AR T B 01/15  Tagged Purchase '

ﬂ]m Richard A Bishop VISA 201 UsD AL T B 01115 Tagged Purchase 4

3. Select the V button. Verify the amount being voided, and then click Submit Transaction.

Actions Card Holder
Void Transaction
Transaction Tag
[804870053

Amount —
(500 4 usD

Reference Number
0414151

Fraud Suspected

| Submit Transaction | Ir Cancel

| RN Richard A Rishop

Page 26

EPICOR.

Payment Exchange,



Complete an “Authorization Only” Transaction

If the Transaction Type field in your iNet Payment
Gateway Configuration page is set to Authorization
Only, you must return to the Payeezy Gateway at a
later date and complete each transaction in order

to receive funding.

Epicor Payment Exchange™ - Net

D

Value

Merchant Name

Demo Merchant

Merchant URL
| Transaction Type
Hosted Payment Page URL

www example com

i Authorization Only |~
Z Y Authorization On
Authorization & Capture

Payment Page ID

WSP-EPICO-eES88gBIFQ

Response Key

Transaction Key

Tender Type

6 -

Save Changes

Locate the transaction on the Transactions tab in the Payeezy Gateway, click the C button in

the Actions column.

Search
A12
(Card

Date

Custom v 201507M30000 [ to 2016/07/14 23:50

Merchant Account

EPICOR GGE4 TEST

Terminal .

EPICOR GGE4 TEST Actions

Search| Reset G’l ”
«Back 1Day Forward 1 Day » N

Print Dovmload €SV
Actions

SIMZ ., giono
N Rick Bishop

Card Holder Card Amount
1.00 USD

Dovnload CSV

Print

Number of Transactions: 1

Expiry Transaction Status

0117  Pre-Authorization

Card Number
FEEREEEREER0083

Number of Transactions: 1

20

Verify or modify the Completion Amount and Reference Number and

select Submit Transaction.

In a similar manner, a Pre-Authorized transaction can also be voided
by choosing the V button from the Actions column and clicking

Submit Transaction.

The button with the pencil icon allows you to modify the Reference

Print Download CSV
Actions

]
1

Card Holder

Complete Pre-authorized Transaction

Transaction Tag

970797440

Completion Amount

Reference Number
1234

Submit Transaction

f Cancel

Number and Customer Reference fields.

Button N in the Actions column allows you to begin a new transaction with the existing

customer and bankcard information.

EPICOR.

Payment Exchange,
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7 Payment Page Setup for Tablet POS users

Notes Before you begin!

e This Page may be used for Tablet POS as it is used to process hand typed payments
¢ You must have a Mobile Merchant ID (MID) and Terminal ID (TID) assigned from the
Epicor Payment Exchange operations team. If you do not have a Mobile MID/TID or
don’t know what your MID/TID is then please contact the Payment Operations Team
at 1-800-322-3077
o The Mobile MID & TID are unique to your business. You may not re-purpose a
MID/TID that was designated to an eCommerce storefront. While technically
this may be possible it is not an appropriate business practice. Speak with your
Epicor Payment Exchange rep for more information regarding this topic.

Follow the steps in section 1 to log into your Payeezy Gateway account and be sure to select
your Mobile Merchant ID if multiple are listed. From the Home page you may click on
Payment Pages to begin. However, you may wish to follow the preliminary steps outlined
below to properly configure your payment page.

Set terminal type to E-Commerce (This is correct even for Mobile TID)
Your terminal type must be set to “E-Commerce”. If you see a message as shown here
you must change the terminal type.

There are no terminals suitable for payment pages for this account!

Please ensure the following:

= you have at least one terminal with active status

= terminal is set to type "E-commerce Transaction” or "E-commerce Transaction (CWV)"

To change the terminal type select the

Administration tab and choose Terminals. Click

on the Terminal Types hyperlink.

EFICOR GGE4 TEST

g
H

EFICOR GGE4 TEST Adtive . uso 01 CTTE1601
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Click the E-commerce radio button as shown below and then click Apply Changes

Tarminal Types ( Teminsl Selection )
—

Search| Reset

Chain/Meschant
EFICOR GGEA TEST

Outlet/Terminal

EFICOR GGEA TEST

Iapply Changes] Cancs

Using CVV2 validation

Follow the steps below if you wish to utilize CVV validation on your payment page.

From the Home page click on the

Terminalsllnk POS Transactions Reports Recuring Payment Pages Administration

Tasks

Temminal Types
Teminals
Users

Payment Pages

Click on the

. . Users @EhumEIEM Fraud Filters  Address
terminal name in , :
Terminal Selection ( TermindWvpes )
the Terminal )
COIumn as Shown Merchant Terminal Status
to the rlght EPICOR GGE4 TEST Active
Page 29
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Scroll down to the Type field and from the dropdown choose E-Commerce Transaction
(Cvv2).

Terminal: EPICOR GGE4 TEST

Details Restrictions AVS Filters CWVV2 Filters

Account

Ype EPICOR GGE4 TEST
E-Commerce Transaction (CWVW2) v Ericon coes esT
Mormal Presentment o

Mail Order/Telephone Order o Vo 2 030
E-Commerce Transaction it

Mail Order/Telephone Order (CWVV2) '4 e

E-Commerce Transaction ({CVV2) [BZEET

DivisionID
[0o00209385
® Mepntcynead ] era] 2oar ] gurel 3 Nats MID

[191200004882

Transarmor Token

Time Zone
[Pacific Daylight Saving Time / POT - 708

Cut-Off Time
Before Midnight on the Reporting Day +

23 v 45 v (24 Hour Clock)

Fassword

Generate
Fasswo

Status
[ Active
Type
| E-Commerce Transaction (CW2) ¥
Trowge

[English

hould contain only letiers, numbers, dashes (-}, underst

Allow Soft Descriptors

® Do not support Level 2 or Level 3 Data

Set CVV2 Filters
Click the CVV2 Filters link at the top of the Deers TR FIers - Addross

page. Indicate which description should Terminal Selection (Ieminal Types )
be rejected by checking the box in the S s

Reject column. Click the Update button at et -

EPICOR GGE4 TEST

the bottom of the page after all selections

Terminal EPICOR GGE4 TEST

Details Restrictions AVS Filters CVV2 Filters Velocity Contro
REjW
v N CVV2 does not match

have been made.

"] P Card expiration not provided or card does not have valid CVD code
v s WMerchant indicated thal CVV2 is not present on card

u Card issuer is not certified and/or has not provided visa encryption keys
v I CVV2 code is invalid or empty

Update Eancel
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Set Terminal Settlement Time

On the same Terminal Details screen described in the Using CVV2 Validation section.
Locate the Time Zone field and set for your location. In the Cut-Off Time field use the
dropdown to select Before Midnight on the Reporting Day. Use the dropdowns in the
24 Hour Clock field to choose your settlement time. The time should be set to 23:30 or
earlier, otherwise bankcards may take longer to fund.

Time Zone
|Pacific Daylight Saving Time / POT - 708

Cut-Off Time
| Before Midnight on the Reporting Day ¥

23 v - 45 v (24 Hour Clock)

Password
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Create a Mobile App Payment Page for Tablet POS

1. Select Payment Pages and the click Create a New Payment Page.

Wekcome, shysmith - EPICOR GGE4 TEST ( My sccoun | Sign oul)

Home POS Transactions Reports Recuning “PaymentPages Administration

Payment Pages Management

Save

pages set up

2. General Settings-Provide Payment Page Title & Notification Email as shown below. You

can leave the return URL blank.

1
2
3
4
5.
6
7
8
9

. General

. Payment Types
. Pay Now/Donate Now
. Receipt Page

Receipt Emails

. Recurring
. Customize Form

.Appearance
- Security

General Page Setup

Enter the information below to create your Payment Page.
Additional customization can be dene by selecting the menu opticns on the left.
v# ]| View help for this section in the knowledge base

General Settings

Payment Fage Title Epicor Maobile App Payment Page
Example. Company Name

"Return to Your Site” URL

Example: hitp.#mydomain.com

Maximum Number of Payment Attempts 3

Customers will be prevented from submitting payment information after this number of
payment attempts; Relay Response / Silent Post will be invoked if configured.

Notification Email myemail@mydomain.com

This emaifl address receives

= Copies of payment confirmations emails sent to the Customer

= Nofifications of and error diagnosis for failed redirect-submissions
(Example: shipping@yoursite.com)

Level 3 Processing Enable Level 3 Processing
Level 3 information will be sent for Settlement.

Mext »
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Payment Types Settings- Check Enable Credit Card Payments. If desired check Make CVV2
Input Mandatory.

I.  Note that CVV2 Options will not display unless you have chosen terminal type E-

Commerce Transaction (CVV2) as described in the section above.
If you have multiple locations, or terminals you must choose the appropriate
terminal from the drop down in the Using Terminal field.

Payment Page Settings for WSP-EPICO-h7QD3ABDRBg

1. General

3. Pay Now/Donate Now

Payment Types Setup

Select customer payment options including credit card and/or PayPal.
4. Receipt Page Demo or Test Terminals can also be setin this section
5. Receipt Emails The 3-D Secure Settings refer to Verified by Visa and MasterCard SecureCode. Offering this feature requires production-level 3-D Secure
2. REU Ll =

w| View help for this section in the knowledge base
6. Recurring
7. Customize Form
8. Appearance

9. Security

fault Currency
ult Currency is USD (No other default currency is available for this account)

10. Hash Calculator

Use This Paymer§Page For All Terminals

# Enable Credit Card Paymipts

Test Processing
There is no terminal in "test” moNe configured for this account and the selected currency.
Live Processing

Merchant EPICOR GGE4 TEST

Using Terminal ' EPICOR GGE4 TEST

CVV2 Options

# Make CYV2 Input Mandatory

3-D Secure Settings (Verified by VISA | MasterCard SecureCode)
VBV is not enabled for the selected terminal.
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4, Receipt Page Settings
I.  Choose Automatic Linking to the receipt page using HTTP Post method (AUTO-
POST)
Il.  Enter Receipt Link URL exactly like this http://www.epicor.com

NOTE DO NOT FILL IN ANY OTHER FIELDS OR APP WILL NOT WORK

1. General
2 Payment Types Receipt Page Setup
3. Pay Now/Donate Now In this section, the settings for Relay Response, Silent Post, and Receipt Link are set. These settings dictate
4. Receipt Page receipt display and how transactional data is transmitted back to the merchant.
’ =] View help for this section in the knowledge base
5 Receipt Emails
6. Recurring Receipt Page Settings
. I eturn Link Methad (for receipt page
7. Customize Form Return Link Method (f t )
8. Appearance
9 Sec umy @ Automatic linking to the receipt page including result parameters using HTTP POST method (AUTO-POST)
10. Hash Calculator ) Linkto the receipt page including result parameters using HTTP POST method (POST)

© Automatic linking to the receipt page including result parameters using HTTP GET method (AUTO-GET)
~) Linkto the receipt page including result parameters using HTTP GET method (GET)
' Linkto the receipt page (LINK)

! An HTTP Redirection to the receipt page (REDI)

The type of link made back to merchant

Receipt Link Text

Receipt Link URL httpc/fwnany. epicor.com

Reference Mumber Title (x_invoice_num}

k if you don’t w

1 to display on the paym

Customer Reference Title (x_po_num}

Leave blank if you don

«_po_num to display on the payment page

5. Choose Receipt Emails — check the box if you wish to Send a payment confirmation email
to customers. Enter your “Reply To” email address and header/footer messages. Note:
Tablet will send a confirmation email if chosen during checkout process

Payment Page Settings for WSP-EPICO-h7QD3ABDBg

1. General

2. Payment Types Email Setup

3. Pay Now/Donate Now This section covers the email confirmation settings for the merchant and customer.

4. Receipt Page If the "Send a payment confirmation email to customers™ box is checked, the receipt header and footer text (optional) can alse be specified below

] View help for this section in the knowledge base

6. Rel ng
7_Customize Form Email Enabled
8. Appearance ' Send a payment confirmation email to customers
9. Security Email Addresses
( h Calculator | - —_
10 Hash Calculato HepiioTclEmail | email@example.com

Receipt Email Header/Footer

Receipt Email Header

Receipt Email Footer

« Previous Next »
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6. Click Customize Form, and drag and drop the fields you want displayed on the payment
page. We recommend adding Zip Code in addition to mandatory fields (Cardholder Name,
Credit Card Number, Expiry Date (MMYY) and Security Code) as shown below:

1. Genera

2 Payment Types

3. Pay Now/Donate Now
4. Receipt Page

5 Receipt Emails

6. Recurring

7. Customize Form

8. Appearance

9. Security

Customize Form
Select and arrange the credit card ferm fields, and cther customizations
] View help for this section in the knowledge base

Customize Form Fields
ct them and Jay them out

Reset labels

i Address l [ City I

State/Province I

Country l

Reference/Order # I

User Defined 1 l

User Defined 2 l

User Defined 3 l

IWW
IWM
IWM
[W‘
IW‘

7. Click Security and ensure encryption type is set to MD5. Make note of the Transaction Key

(Generate a new one if needed). Make note of the unique Payment Page ID as listed next to
“Payment Page Settings for XXX-YYYY-ZZZ". These values will be entered in the Mobile App
setup for Hand Keyed Transactions.

1. General

2. Payment Types
3. Pay Now/Donate Now
4. Receipt Page
5. Receipt Emails
6. Recurring

7. Customize Form
8. Appearance

9. Security

10. Hash Calculator

Payment Page Settings for|XXX-YYY-Z77 «

Security Settings

Transaction and Response Keys can be generated in this section according to the Encryption Type selected.
Note: Generating new keys will break existing page links. Please use caution when using this function.
=] View help for this section in the knowledge base

HMAC Calculation

Encryption Type © MD5 SHA-1
Nofe: The default encrypiion algorithm is MD5. SHA-1 is only advised for cusiom
requirements.

Transaction Key

Transaction Key

atransaction key «

Note: The Transaction Key is used in the payment page linking/request.

Generate New Transaction Key
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8. Click the Create button in the lower right hand side of the window.
The Payment Pages Management window displays indicating that a

Create| or Cancel
Payment Page has been created. Check the Mobile style enabled box

to create a mobile payment page.

6 Payment Page created:| Your Payment Page

Payment Pages Management

Payment Pages Cptions:

¥ Mobile style enabled

Save

Create a New Payment Page

Payment Page ID Status Multi Terminal? Page Title

INet Payment Live No Epicor Hardware iNet Example M , Preview Delete
Page Preview

Mobile Payment Live No Epicor Mobile App Payment Page gbb.”e . Preview Delete
Page review

9. Follow the Tablet POS Manual Payment Setup instructions in section 8 to complete setup
for your mobile payment application hand keyed transactions.
I.  Be sure to note your Gateway ID for this terminal. You can obtain this by clicking
Administration > Terminals and selecting the mobile Terminal ID.

Home POS Transactions Reports Recuring Payment Pages Ny iEi]

Users [EGUILEICE Fraud Filters  Address

Terminal Selection { Temminal Types }

Search| Reset

Merchant Terminal Status Status Changed Currency Virtual Terminal Gateway

EPICOR GGE4 TEST Active

Terminal: EPICOR GGE4 TEST

Details Restrictions AVS Filters CVWV2 Filters Velocity Controls PayPal 3-D Secure APl Access

Account
EPICOR GGE4 TEST

Description
EPICOR GGE4 TEST

Currency
[usp

Payment Types

@2 visa =z 2 B350 2
Terminal Code

[001

Gateway ID
Gateway ID [
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Tablet POS Manual Payment setup

After establishing a Payment Page in Payeezy for your mobile devices you may begin setting up

your Tablet POS for manually entered credit cards for use with Epicor Payment exchange.

1.
2.

3.

Go to your iPad Settings and select Tablet POS
Within the Tablet POS settings you will need to set your processor to Epicor Payment
Exchange — Net.

PAYMENT PROCESSOR
Processor  Epicol ment Excha
Epicor Payment Exchange

FirstData

Epicor Payment Exchange - Net

Authorize.NET

Within the Tablet POS settings you will need to set the credentials for Epicor Payment
Exchange — Net. Enter the Gateway ID, Transaction Key and Payment Page ID for the
“MANUAL” portion of Tablet POS Settings. (Note — We are only addressing the Manual
Credentials within this setup document. Refer to the Tablet POS setup guide for
configuration of the “SWIPE” portion.)

¢ Tablet POS Epicor Payment Exchange - Net

ERPICOR PAYMENT EXCHAMNGE - MET

Gateway Gateway ID

TrEIr'ISECtiDn KE‘}" s eSRRERERRRRRRRREN

Payment Page ID | Mobile Payment Page ID
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4. Setup is complete and you can now accept bankcard payments through manual entry within
Tablet POS. To test you may post a transaction and select “Enter Manually” from the
payment screen. A successful implementation will look like the following:

I. Tablet POS

1:89 B 20 s | | enmco vsrizon ® 1189 P

Payment

£ Back Payment Enter Manually

Epicor Mobile App Payment Page
1

3.41

Review Your Order

Cash customer 5 Total Amount usD 3.41

Pay With Your Credit Card

Cardholder Name

Credit Card
PO

Expiration
Email Credit Card Number
S0 sz L IR

Expiry Date (MMYY)

Security Code
Prasent I

front

—id
ZIP/Postal Code

PAY Email

l. 4 confirmatinn email will he sent o this addn
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