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Role Based Security Transcript

Andrew: Hmm. Hey Robert can you come help me?
Robert: Sure Andrew. What’s up?

Andrew: These customers want to pay with a different Tender type and I’'m not
quite sure how to process them all.

Robert:

Topics-
e Add, Change and Delete Eagle Users
e Manage Security Bits

e Assign Roles to Users

Add Change, and Delete Eagle Users

Add-

When an employee has a change to their contact information or forgets their
password, you can easily update their user record. Open System Management,
then Security Maintenance, and click Role Based Security Maintenance.

Click the Miscellaneous button at the top of the page and then choose
Add/Delete/Change User.

Click number 3 to Change a User. Select the correct store from the dropdown list
and click OK. Choose the User you want to change from the dropdown list and
click OK. Update any of the information including the Password if needed, and
click OK. The window closes and saves your changes. If you updated the
password, be sure to ask your employee to test it.

Change-

When an employee has a change to their contact information or forgets their
password, you can easily update their user record. Open System Management,
then Security Maintenance and click Role Based Security Maintenance. Click the
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Miscellaneous button at the top of the page and then choose Add/Delete/Change
User.

Press number 3 to Change a User. Select the correct store from the dropdown list
and click OK. Choose the User you want to change from the dropdown list and
click OK. Update any of the information including the Password if needed and
click OK. The window closes and your changes are saved. If you updated the
password be sure to ask your employee to test it.

Delete-

When you hire new employees, they will need to be added as a User so that they
can log in and function with the proper security settings. Open System
Management, then Security Maintenance and click Role Based Security
Maintenance. Click the Miscellaneous button at the top of the page and then
choose Add/Delete/Change User.

Click number 1, Add a User. Fill out as much information as you can. A Best
Practice is to use High Security passwords. Click OK. The new User is now
available and ready for you to assign a security role or roles.

Manage Security Bits

To manage the security bits associated with each Role, start in the Eagle Browser.
From the System Managements folder, select Security Maintenance. Then choose
Role-Based Security Maintenance. You can also type RBS in the Eagle Launch Bar.
Once there, select the miscellaneous button and choose Maintain Roles.

From the Role dropdown list, select the one you wish to manage. Then press
Enter, or Display. Now you can see all of the security bits and their status within
this Role.

If there is a YES in the Authorized column, it means this bit has been assigned to
this Role. To change the setting from Yes to No and vice versa, select the text in
the Authorized column. When you have made all of the necessary edits, select
Change from the Ribbon Menu.
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Assign Roles to Users

After developing a Role, you need to assign it to specific Users. Begin in Role-
Based Security Maintenance. This screen Defaults to display “By User”

Select a User from the User Dropdown menu. Then press Enter. Here you can see
all of the Roles currently assigned to this user.

If a field is blank, it means the Role has not been assigned. If you have multiple
stores, you can see what Roles have been assigned in each store. To add a Role,
select the blank box in the store field on the correct line.

When you want to remove a Role, simply select the word Yes and the Role will be
removed. When you have finished assigning Roles, press Change in the Ribbon
menu.
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